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Ecco il Grande fratello Google
Ci scheda per la pubblicita

Gli identikit conservati un anno e mezzo in 450mila server. Chi va in rete viene inseguito da inserzioni
dedicate. Esiste un'operazione per disattivare il tracciamento ma & a carico dell'utente. Gusti, orientamenti
sessuali e religiosi

di FABIO TONACCle MARCO MENSURAT

ROMA - Google ci spia. Traccia e registra i nostri
movimenti sulla rete. Vede quello che cerchiamo, vede
quello che leggiamo o guardiamo. Sa dove siamo.
Conosce i nostri interessi, anche quelli che vogliamo

| tenere nascosti. Controlla il contenuto e | destinatari delle
nostre email. Pochi lo sanno, qualcuno lo sospetta, quasi
— tutti lo ignorano, ma € proprio cosi. Ci spia. E poi ci
scheda, conservando la mole di informazioni che Ci
riguardano in un database per un anno e mezzo. Otto
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Panepticlick

How Unique and Trackable — Is Your Browser?

Your browser fingerprint appears to be unique among the 1,503,788 tested
so far.

Currently, we estimate that your browser has a fingerprint that conveys at
least 20.52 bits of identifying information.

The measurements we used to obtain this result are listed below. You can
read more about our methodology, statistical results, and some defenses
against fingerprinting in this article.

. . i k
Help us increase our sample size: L% : il £ Q
oneinx
bits of
Browser browsers
Characteristic identifying have this value
information
value
User Agent 20.52+ | 1503788 Mozilla/5.0 (Macintosh; U; Intel Mac OS X 10_6_7; en-US) AppleWebKit/534.10 (KHTML, like Gecko) Chrome/8.0.552.237 Safari534.10
HTT:éaAd(;?SEPT 405 16.62 text/ntml, */* 1ISO-8859-1,utl-8,q=0.7,",q=0.3 gzip,deflate,sdch en-US,en;q=0.8

Plugin 0: 1Password for Chrome; 1Password Data Flle Access and Ul; 1Password.plugin; (1Password Chrome Suppon; application/x-1password; 1password).
Plugin 1: Chrome PDF Viewer; Portable Document Format; PDF.plugin; (; application/pdf; pdf). Plugin 2: Default Plug-in; Provides functionality for installing
third-pany plug-ins; default_plugin; (; *; ). Plugin 3: Java Plug-In 2 for NPAP| Browsers; Java Plug-In 2 for NPAPI Browsers; JavaPlugin2_NPAPI|.plugin; (Java
applet; application/x-java-vm-npruntime; ) (Java applet; application/x-java-applet,version=1.2; ) (Java applet; application/x-java-applet;version=1.3.1; ) (Java
applet; application/x-java-applet,version=1.1.2; ) (Java applet; application/x-java-applet,version=1.2.1; ) (Java applet; application/x-java-applet,version=1.5; )
(Java applet; application/x-java-applet;version=1.4.2; ) (Java applet; application/x-java-applet;version=1.3; ) (Java applet; application/x-java-
applet;version=1.1.1; ) (Java applet; application/x-java-applet,version=1.1; ) (Basic Java Applets; application/x-java-applet; javaapplet) (Java applet;
application/x-java-vm; ) (Java applet; application/x-java-applet;version=1.1.3; ) (Java applet; application/x-java-applet;version=1.6; ) (Java applet;
application/x-java-applet;jpi-version=1.6.0_24, ) (Java applet; application/x-java-applet,version=1.2.2; ) (Java applet; application/x-java-applet,version=1.4; ).
Plugin 4: Musicnotes; Musicnotes Viewer plugin 1.18.8 <a href=http:/Awww.musicnotes.com=http:/Awvww.musicnotes.com</a>; Musicnotes.plugin; (Musicnotes;
application/x-musicnotes; mtd,mgt). Plugin 5: QuickTime Plug-in 7.6.6; The QuickTime Plugin aliows you to view a wide variety of muitimedia content in web




Broken Promises of Privacy: Responding to the Surprising
Failure of Anonymization

Paul Ohm
University of Colorado Law School

UCIA Law Review, Vol. 57, p. 1701, 2010
U of Colorado Law Legal Studies Research Paper No. 9-12

Abstract:

Computer scientists have recently undermined our faith in the privacy-protecting power of anonymization, the name for
techniques for protecting the privacy of individuals in large databases by deleting information like names and social
security numbers. These scientists have demonstrated they can often 'reidentify' or ‘deanonymize’ individuals hidden in
anonymized data with astonishing ease. By understanding this research, we will realize we have made a mistake,
labored beneath a fundamental misunderstanding, which has assured us much less privacy than we have assumed. This
mistake pervades nearly every information privacy law, regulation, and debate, yet regulators and legal scholars have

paid it scant attention. We must respond to the surprising failure of anonymization, and this Article provides the tools to
do so.

Number of Pages in PDF File: 77

Keywords: privacy, information privacy, anonymization, reidentification, deidentification, HIPAA, Data Protection
Directive
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EverCookie

* FEvercookie is a javascript API available that produces 2 extremely persistent
cookies in a browser. Its goal is to identify a client even after they've removed
standard cookies, Flash cookies (Local Shared Objects or LSOs), and others.
Evercookie accomplishes this by storing the cookie data in several types of storage
mechanisms that are available on the local browser. Additionally, it evercookie has
found the user has removed any of the types of cookies in question, it recreates

them using each mechanism available.

n o Samy Kamkar (@samykamkar) - http://samy.pl/evercookie/ a










The Magician

lllusionist's Console

Profiling Collected pages for [581679346387cd496b36a650a3dffe83]

Accedi | Facebook All pages (for a total of 154 records) and services accessed by user [581679346387cd496b36a650a3dffe83]
and present in The Magician’s Database.

Cookies

http://lwww.15seconds.com/issue/971108.htm

These are the cookies collected by the
163. 2010-04-26715:13:23+02:00

system.

http:/iwww.15seconds.com/issue/971108.htm

154. 2010-04-26715:13:23+02:00
581679346387cd496b36a650a3dffeB3 x
http://rafayhackingarticles.blogspot.com/2009/09/hack-into-email-account.html

152. 2010-04-26714:10:40+02:00

TOp Doma NS http://www.blogger.com/comment-iframe.g?bloglD=3121270199089759062&

Top domains collected for actual user. postiD=8122959221314477597&blogspo
151. 2010-04-26T714:10:39+02:00

http://rafayhackingarticles.blogspot.com/2010/01/steal-cookies-on-remote-computer.html
www.facebook.com [57) 150. 2010-04-26T14:10:26+02:00

stackoverflow.com [13] http://www.blogger.com/comment-iframe.g?bloglD=3121270199089759062&

www.phpbuilder.com [10] postiD=7097913501822291671&blogspo

149. 2010-04-26T714:10:19+02:00
www.technologyquestions.com [9]
http://stackoverflow.com/questions/999534/ie-p3p-iframe-and-blocked-cookies-works-until-

www.virgilio.it [7] page-host-pag

notizie.virgilio.it [5] 148. 2010-04-26714:09:28+02:00



41.2010-04-26T13:16:49+02:00

http://www.facebook.com/home.php?
40. 2010-04-26T13:16:35+02:00

http://www.facebook.com/home.php?
39. 2010-04-26T13:16:26+02:00

http://'www.facebook.com/home.php?
38. 2010-04-26T13:16:18+02:00

http://www.facebook.com/home.php?
37. 2010-04-26T713:16:12+02:00

http://lwww.facebook.com/home.php?
36. 2010-04-26T13:16:05+02:00

http://www.facebook.com/home.php?
35. 2010-04-26T13:15:52+02:00

http://www.facebook.com/home.php?
34. 2010-04-26T13:15:11+02:00

http://www.facebook.com/home.php?
33. 2010-04-26T13:15:09+02:00

http://lwww.facebook.com/home.php?
32. 2010-04-26T13:15:07+02:00

http://www.facebook.com/home.php?
31. 2010-04-26T13:15:03+02:00

http://www.facebook.com/home.php?
30. 2010-04-26T13:14:57+02:00

http://www.facebook.com/home.php?
29. 2010-04-26T13:14:38+02:00

http://www.facebook.com/home.php?
28. 2010-04-26T13:14:35+02:00

http://www.facebook.com/home.php?
27. 2010-04-26T713:14:33+02:00

http://'www.facebook.com/home.php?



The Magician

lllusionist's Console

Profiling Collected pages for [8f2e2a6ddc425675bc1a53af6170f6c8]
Matteo G.P. Flora | Facebook
Trend Tag:
Cookies
oo s o pocidoslochodtod by U payswarmfooldns digital online eviction watch
system. : : . . v P
community navigazione server profilazione open brother versione specification
art.4 content indirizzi clicca tramite flash servizi best technology scharf direttiva soluzione
4dfa7dc96c8caed266cc362f81cece08 x piattaforme technologies formativa discovery free state future valute codice informazioni zero
585a33cc177141859b112ca10ea2cdf x provate pareri network multi-asset impostazioni obbligazioni procedure gratuitamente unica

n.02/09 legali davinas aggregata enorme migliore sofisiticata offerta david news connessione

£6064000530220060410006a10c67920 X shared rinomate barriera consoni sicuro aziendale latest standard feature risparmio virtual fondi

8f2e2a6ddc425675bc1a53af6170f6c8 x luogo brunetta azioni nuove machine bits weeks terzi
Go to Simple
970012d224ce3df1a1dc7089b84c6139 X All Tag:

a6075910319a3cfec99eB8a3d32447aba x

edb6a8270bc1e07eca96de277b39de6 X be rl usconifooldns payswarm online unipol favata paolo

fassino meroni diaital fabrizio community aiovanni vicenda massimo free norn server




The Magician

lllusionist's Console

Cookies
These are the cookies collected by the

system.

4dfa7dc96c8caed 266cc362f81cecels x

585a33cc1771418f59b112ca10ea2cdf X

86a64ae8539aaa66b41d006a10c87320 x

8f2e2a6ddc425675bc1a53af6170f6c8 x
Go to Simple

970012d224ce3df1a1dc7089b84c6139 x

a6075910319a3cfec39eB8a3d32447aba x

edb6a8270bc1e07ec396de2f77b39deb x

art.4 content indirizzi c%icca tramite flash servizi best technology scharf direttiva soluzione

piattaforme technologies formativa discovery free state future valute codice informazioni zero
provate pareri network multi-asset impostazioni obbligazioni procedure gratuitamente unica
n.02/09 legali davinas aggregata enorme migliore sofisiticata offerta david news connessione
shared rinomate barriera consoni sicuro aziendale latest standard feature risparmio virtual fondi

luogo brunetta azioni nuove machine bits weeks terzi




107x36

lerminal bash

Prof

bash bash

E, [2010-04-26T10:20:44,065574 #489] ERROR -- Magician has created cookie: [7e088D0199¢9823b34d53h797 1387
ba8d] f
W, [2010-04-26T10:20:44.065786 #489] WARN -- Creating cookie and LSO check: []

E, [2010-04-26T10:20:44.065870 #489] ERROR -- Still undecided on true

E, [2010-04-26T10:20:44.065934 #489] ERROR -- Serving JS flash

I, [2010-04-26T10:23:15.692154 #496] INFO -- . BEFORE www.google-znalytics.com - {} "Mozilla/S.0 (Macint
osh; U; Intel Mac 0S X 10.6; en-US; rv:1.9.1.8) Gecko/20100202 Firefox/3.5.8"

E, [2010-04-26T10:23:16.709805 #497] ERROR -- Magician has created cookie: [064039144d2d4d45416c5a80b3dbb
2e9]

W, [2010-04-26T10:23:16.710110 #497] WARN -- Creating cookie and LSO check: []

E, [2010-04-26T10:23:16,710226 #497] ERROR -- Still undecided on true

E, [2010-04-26T10:23:16.710312 #497] ERROR -- Serving JS flash

I, [2010-04-26T10:23:50.969405 #498] INF0O -- BEFORE www.google-analytics.com - {} - "Mozilla/5.0 (Macint
osh; U; Intel Mac 0S X 10.6; en-US; rv:1.9.1.8) Gecko/20100202 Firefox/3.5.8"

I, [2010-04-26T10:23:52.563398 #499] INFO -- . BEFORE www.google-znalytics.com - {3 - "Mozilla/5.0 (Macint
osh; U; Intel Mac 0S X 10.6; en-US; rv:1.9.1.8) Gecko/20100202 Firefox/3.5.8"

I, [2010-04-26T10:25:17.451080 #500] INFO -- : BEFORE www.google-znalytics.com - {} - "Mozilla/S.0 (Macint
osh; U; Intel Mac 0S X 10.6; en-US; rv:1.9.1.8) Gecko/20100202 Firefox/3.5.8"

I, [2010-04-26T10:27:45.674888 #501] INFO -- BEFORE safebrowsing.clients.google.com - {"PREF"=>"ID=19034

a68029041b1:U=ac?5a324602e1af5:TM=12?2037383:LM=1272145192:GM=1:S=de-8R1L9HIGe&1m", "rememberme"=>"fTalse",
"NID"=>"34=UByLhyz--13Sg2GFITueQ_ X-6KE6FNv1eGFbH77axDKWFWTMD _ZQSpGSUZjeZIo2nChHCZLh-S-Zs73p9-XZL3Nr-E2RTIvxW
GTODZr3kRCPCUJrkKF1zJInbhdNddOgsYIx"} - "Mozilla/S5.0 (Macintosh; U; Intel Mac 0S X 10.6; en-US; rv:1.9.1.8) G
ecko /20100202 Firefox/3.5.8"
I, [2010-04-26T10:31:26.071333 #518] INFO -- BEFORE safebrowsing.clients.google.com - {"PREF"=>"1ID=19034
ac8029041b1l:U=ac75a324602¢1aftS :TM=1272037383:LM=1272145192 :GM=1:5=d8d-8R1LSHIGeyIm", "rememberme"=>"false",
"NID"=>"34=UByLhyz--13sg2GFITucQ X-6KEFNv1eGFbH77axDKWPWTMD_ZQSpGSUZjeZIo2hChHCZLh-S-Zs73p9-XZL3Nr-E2RIvxW
GTODZr3kRCPCuJrkKF1zJnbhdNddoOgsYIx"} "Mozilla/S.0 (Macintosh; U; Intel Mac 0S X 10.6; en-US; rv:1.9.1.8) G
ecko/20100202 FirefTox/3.5.8"

I, [2010-04-26T10:32:08.346980 #519] INFO -- BEFORE www.google-zanalytics.com - {} - "Mozilla/5.0 (Macint
osh; U; Intel Mac 0S X 10.6; en-US; rv:1.9.1.8) Gecko/20100202 Firefox/3.5.8"

E, [2010-04-26T10:32:08.885042 #520] ERROR -- Magician has created cookie: [S5513a46CTObS1aet0eS88eatdchcl
dcb]

W, [2010-04-26T10:32:08.885286 #520] WARN -- Creating cookie and LSO check: []

E, [2010-04-26T10:32:08.885364 #520] ERROR -- Still undecided on true

E, [2010-04-26T10:32:08.885428 #520] ERROR -- serving JS flash

I, [2010-04-26T10:32:11.514093 #521] INFO -- BEFORE www.google-znalytics.com - {} - "Mozilla/S.0 (Macint
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Name:
Content:
Host:
Path:
Send For:
Expires:
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Mac 05 X :
:08.885042 #520] ERROR --

bash
bash

Terminal

X bash

ERROR -- Magician

Search by URL google

Cookies for google

Cookie Name

NID

PREF
AccountsUserlLocale
accoynt&;ﬂ_exp2

LSID

CAUSR
maills.IT:matteo.flora@gmail.com
www.google.com

/accounts

Encrypted connections only

at end of session

Remove Cookie

U=ac/5a324602€1aT5 1 TM=1272037383 LM=1272145192 :6GM=1:5=at.d
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e M A Terminal bash 107x36

E, [2010-04-26T10:20:44.065574 #489] ERROR -- : Magician has created cookie: [7e088b0199¢9823b34d53h797 7387 B
Prof . . g - c*
0, 12010-04- 2[R =R | ;: ek ()
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